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Confidentiality
This document contains proprietary information and is therefore considered CONFIDENTIAL.
Trademarks

Product names mentioned in this document are trademarks or registered trademarks of their respective
manufacturers and are hereby acknowledged.

cDir 2.5 Installation Guide - Disclaimer

This document is provided “as is” and Tenet Computer Group Inc. assumes no responsibility for any typographical,
technical, or other inaccuracies in this document. Tenet Computer Group Inc. reserves the right to periodically
change information that is contained in the document; however, Tenet Computer Group Inc. makes no commitment to
provide any such changes, updates, enhancements, or other additions to this document to you in a timely manner or
at all.

Tenet Computer Group Inc. makes no representations, warranties, conditions, or covenants, either express or implied
(including, without limitation, any express or implied warranties or conditions of fithess for a particular purpose, non-
infringement, merchantability, durability, title, or related to the performance or non-performance of any software
referenced herein, or performance of any services referenced herein). In connection with your use of this
documentation, neither Tenet Computer Group Inc. nor its affiliated companies and their respective directors, officers,
employees, or consultants shall be liable to you for any damages whatsoever be they direct, economic, commercial,
special, consequential, incidental, exemplary, or indirect damages, even if Tenet Computer Group Inc. has been
advised of the possibility of such damages, including, without limitation, loss of business revenue or earnings, lost
data, damages caused by delays, lost profits, or a failure to realize expected savings.

This document might contain references to third-party sources of information and/or third-party web sites (“Third-
Party Information”). Tenet Computer Group Inc. does not control, and is not responsible for, any Third-Party
Information, including, without limitation, the content, accuracy, copyright compliance, legality, decency, links, or any
other aspect of Third-Party Information. The inclusion of Third-Party Information in this document does not imply
endorsement by Tenet Computer Group Inc. of the third party in any way. Andy dealings with third parties, including,
without limitation, compliance with applicable licenses, and terms and conditions are solely between you and the third
party. Tenet Computer Group Inc. shall not e responsible or liable for any part of such dealings.

Certain features outlined in this document require a minimum version of BlackBerry Enterprise Server Software,
BlackBerry Desktop Software, BlackBerry Handheld Software, Windows server software, and may require additional
development or third-party products and/or services for access to corporate applications. Prior to subscribing to or
implementing any third-party products and services, it is your responsibility to ensure that the airtime services provide
you are working with has agree d to support all of the features of the third-party products and services. Installation
and use of third-party products and services with Tenet Computer Group Inc.’s products and services may require
more than one or more patent, trademark, or copyright licenses in order to avoid infringement of the intellectual
property rights of others. You are solely responsible for acquiring any such licenses. To the extent that such
intellectual property licenses may be required, Tenet Computer Group Inc. expressly recommends that you do not
install or use these products until all such applicable licenses have been acquired by you or on your behalf. Your use
of third-party software shall be governed by and subject to you agreeing to the terms of separate software licenses, if
any, for those products or services. Any third-party products and services that are provided with Tenet Computer
Group Inc.’s products and services are provided “as is.” Tenet Computer Group Inc. makes no representation,
warranty, or guarantee whatsoever in relation to the third-party products or services and Tenet Computer Group Inc.
assumes no liability whatsoever in relation to the third-party products and services even if Tenet Computer Group Inc.
has been advised of the possibility of such damages or can anticipate such damages.

Unless required by applicable law or agreed to in writing, software distributed under the License is distributed on an
“AS IS” basis, without warranties or conditions of any kind, either express or implied.
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About This Guide

Audience

This guide was written for a Microsoft Windows 2003/2008 server administrator with
intermediate knowledge of the BlackBerry Enterprise Server environment.

Prerequisite Knowledge

LDAP (Lightweight Directory Access Protocol) is used by cDir to read directory
information. This guide assumes a basic knowledge of LDAP and the applicable
directory implementation of LDAP. For more information, please review the LDAP
standards and documents links at the following URL.:

http://www.mozilla.org/directory/standards.html

This guide assumes basic knowledge of Microsoft Windows 2003/2008 Server, Internet
Information Server (11S) and SQL Server.

This guide assumes intermediate knowledge of the BlackBerry Enterprise Server and
Mobile Data Service (MDS).

© 2005 - 2011 Tenet Computer Group Inc. All Rights Reserved. Page 4
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Pre-Install Checklist

BlackBerry Enterprise Server

Requirements:

O OOoO0O

BlackBerry Enterprise Server v4.0 or higher

Mobile Data Service running *

BlackBerry Enterprise Server is configured as a push server *

Mobile Data Service configured to store push submissions in the
management database *

Mobile Data Service is configured to send the email address and PIN
number of a BlackBerry device with each HTTP request from the
BlackBerry Browser ?

The server running the Mobile Data Service must be able to ping the
web server hosting cDir by IP address and DNS name

Note(s):

Please see the BlackBerry Enterprise Server Administration Guide
for instructions on how to start and configure the Mobile Data
Service.

Please see Appendix A for information on how to configure Mobile
Data Service to send the email address and PIN number.

BlackBerry Enterprise Server Database Engine®

Requirements: O Enabled for mixed-mode authentication from the web server hosting
cDir
O Server admin account with password configured
Note(s): 1. Please see Appendix B for information on how to configure the

database engine

Web Server hosting cDir

Requirements:

O

O OOoOOoOd

Microsoft Windows 2003/2008 Server Standard or Web Edition,
Windows 2008 Server Standard or Web Edition.

Member server of an Active Directory domain *

Microsoft .NET Framework Version 3.5 SP1 installed

Internet Information Server (IIS) installed

IIS Web Service Extension ASP.Net V2.0.xxxx allowed

The web server hosting cDir must be able to ping the BlackBerry
Management Database server by IP address and DNS name.
The web server hosting cDir must be able to ping the BlackBerry
Enterprise Server by IP address and DNS name

Note(s):

Required if Active Directory will be used to authenticate users to the
cDir Management Console.

© 2005 - 2011 Tenet Computer Group Inc. All Rights Reserved. Page 5
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Installation Worksheet
Please fill in all settings prior to beginning the installation.

= Section numbers will be referenced in the installation steps.
= Default settings are shown in brackets.
= Passwords should be recorded in accordance with an enterprise password policy

Section 1: BlackBerry Mobile Data Service

1A IP Address:
1B DNS Name:
Section 2: cDir Web Site
2A Virtual Directory Name (cDir):
2B Application Pool*:
2C Host name:
Note(s): 1. The Application Pool should have the following properties:

a. .Net Framework Version: v2.0
b. Managed Pipeline Mode: Classic
c. ldentity: Network Service

Section 3: BlackBerry Management Database Server *

3A IP Address:
3B DNS Name:
3C Database Name (BESMgmt) :
3D Server Admin Account °:
3E Server Admin Password:
Note(s): 1. If using MSDE locally, the database server is the same as the

BlackBerry Enterprise Server.
2. The default database name is BESMgmt.
3. The default server admin account is ‘sa’.

Section 4: cDir Registration Information

4A User Name:
4B Organization:
4C Phone Number:
4D Email Address:
4E License Key:

© 2005 - 2011 Tenet Computer Group Inc. All Rights Reserved. Page 6
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Section 5: cDir SQL Security

5A User Name:
5B Password:

© 2005 - 2011 Tenet Computer Group Inc. All Rights Reserved. Page 7
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Installation

1. Complete the Pre-Install Checklist.
2. Complete sections 1 through 4 of the Installation Worksheet.
3. Login to the web server with a local administrator account.

4. Double-click on setup.exe from the cDir installation directory.

Welcome to the cDir Setup Wizard

The installer will guide pou through the steps required to install c0ir on vour computer.

WwARMING: This computer program is protected by copyrght law and international reaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
or crimingl penalties, and will be prosecuted ta the maximum extent poszible under the law.

Cancel < Back

5. Click the Next button.

License Agreement

Please take a moment o read the license agreement now. IF you accept the terms below, click, '
Agree", then "Mext", Otherwize click "Cancel'.

EMND-TISER LICEMNSE AGEEEMEINT i’

POETANT - PLEASE EEAD CAREFULLY: This End-TUser

License Agreement ("ETTLA" for the software vou are installing
{"Software") 13 a legal agreement between you ("Licensee™) (either an
indrvidual or a single entity) and TENET COWMPUTER GEOUP INC.
{"Licensor™). By installing, copying, or otherwise using the Software vou
agree to be bound by the terms of this EULA. Ifyou do not agree to all =l

" | Do Mot Agree

Cahcel < Back | Mest » I

© 2005 - 2011 Tenet Computer Group Inc. All Rights Reserved. Page 8
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6. Review the End-User License Agreement (“‘EULA”) license agreement.

7. If acceptable, click on | Agree, and then click the Next button.

DB Objects

Do you want to create the databaze objects now?

& Yes

Mo

Cancel | < Back

8. To create the cDir database objects, click Yes, otherwise, click No. Normally you
would choose Yes for a new installation.

9. Click the Next button.

i'.g!;'-cDir !EE
Select Installation Address [ g
|ﬁ“__d i
e

The installer will install cDir to the following web location.

Toinstall to this web location, click "Mext”. Toinstall to a different web location, enter it below.

Site:

|Defaul web Site =l Diisk Cost.. |
Wirtual directon:

Ic:Dir

Application Pool:
-

Catwzel | < Back | Mest > I
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10.Fill in the virtual directory name (Section 2A) that will be created on the web

server for cDir.
11.Choose the Application Pool (Section 2B) for the cDir application.
12.Click the Next button.
i‘é—’chir EI
.

S

Confirm Installation

The inztaller iz ready ta install 2Dir an your computer.

Click "Mext" ta start the installation.

Cancel | < Back |

13.Click the Next button to start installing the cDir files.

14.1f you chose to install the database objects in step 7, continue to step 14,

otherwise skip to step 19.

cDir Installer |

Database Connection Settings:

Enter the requested infarmation in the boxes below, The installer will use this to open a
connection to BES SQLMSDE Server. A SQL administratar account is reguired.

* Server Name: * D atabase:
I IBESmgmt
*User Mame: * Pazgword:
* means required fizld el

© 2005 - 2011 Tenet Computer Group Inc. All Rights Reserved.
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16.Fill in BlackBerry management database name (Section 3C).

17.Fill in the database server administrator user name (Section 3D).

18.Fill in the database server administrator user password (Section 3E).

19.Click the Next button.

cDir Installer

Registration - Customer Information

Enter the required information in the boxes bellow. The installer will uze thiz  information far

the licenze registration process.

" Uzer Marne:

* Organization:

Phone:

* E-mail

* means required value
Cancel

I MHext » I

20.Fill in the user name (Section 4A).
21.Fill in the organization (Section 4B).
22.Fill in the phone number (Section 4C).
23.Fill in the email address (Section 4D).

24.Click the Next button.

© 2005 - 2011 Tenet Computer Group Inc. All Rights Reserved.
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ol

Registration - License Information

Pleaze enter the license key.

License Kew || - - I

* means required value

Cancel | < Back I Mewt » I

25.Fillin the license key (Section 4E). The License Key fields are case sensitive.
26.Click the Next button.

i'-.% cDir

cDir Information

Mo additional information,

Cancel 4 Back

27.Review any additional information.

28.Click the Next Button.

© 2005 - 2011 Tenet Computer Group Inc. All Rights Reserved. Page 12
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Installation Complete

cOir haz been successfully installed.

Click "Cloze" to exit.

Please uze ‘Windows Update to check for any crtical updates to the MET Framework.

29.The cDir installation is complete. Click the Close button.

© 2005 - 2011 Tenet Computer Group Inc. All Rights Reserved. Page 13
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cDir Management Console Security

The cDir installer creates a local Windows group on the web server, named cDir
Managers. Only members of the cDir Managers group can be authenticated to the cDir
Management Console.

The user account that completed the installation of cDir is automatically added to the
cDir Managers group. Additional users can be added if required.

Enable Integrated Windows Authentication at IIS level on IIS7
1. Launch Internet Information Services (11IS) Manager (Start...All
Programs...Administrative Tools)
2. Expand <web server name>
3. Expand Sites
4. Expand Default Web Site
5. Click on cDir

6. In the middle pane, double-click Authentication

WY Internet Iedormabon Sevvices [11S) Mansges

@g, & EVIESTEY ¢ m b Defakweb s § W T e
Do e el
| - Default Web Site Home a
8- v pen Fedire =
N St fage .
| o & Tk
& CEVISSt Y (TEE Tadveatranre) || TROT Aca i
O 2ephmon ook Fasire Noarw £ Parsiesora
S Ses TrYyE AU - TR TOF O S
= & Defsk Wb o £ Seimon Same Configae wession Hate setings snd Forve suthes, Edk Ste
= wpeet et CLOMTP Eand Cordvyee sousl addchess o dedenry 00006 10 5 Brcings
= Wy P SN,
ns
Ve £ Chcatiorn
P ictetesin  Cirfure sstwsieiin setiees L stes w1 ot Vi Wi Dithonas
- fan Confipure oot or CGL progy e —
8 Corgresson Confipre Sengs 1o CONgress respanses Manage Weh Ste )
B0w n Docurwd Configue et mit ties tn et whan charts 49 e o Resat
11 Dwwctory Ieswirg Cortgre rtamiy o
1 Ervor Pages Configre 3ages by rahm whan sean scos o o
K)ot sncpumee Trang ... Corfigure logang of faked recuest > aces
- tarcher - Browse Web Site
$ Mgpra Sewcty rerourcas the. hardle recorees fur spesf
» Brcwvse deatestony Aenet com
15 HTIP Receuct Zpacky rdes for redeecing meoeing segsedts to o ® nvm (hatg)
CLHTIP Regoros Meadws  Corfigure ST headers that ww sdded b respony ® Dosss 443 0t
& 1wt reen Spendy 1SAT My Ut Wy 1% arctioeily P
2 X L.
1 Logome Confie heow 112438 requests o the web sarve - b
2 NIE Tyt CONNQe etmniins el Xsocestad Comss typer Conlysre
Slrerses CONEIe naden 0rd Ivnasd COde addes tht | Pader! Negpeet Tracrg
o Ctpet Covng Soaclty sdes Mr CaChing S80vnd ConONE Inths oul) Lintts.
£ 53 Settnge Soacly sadearerts for FR and ot cetificates = = -
Servites
Mansgement
Configaw...
S b Engine Cptvws of Lonoks 1O Wapee el e rekevons N sea™ - " >
@sanc Engne GOtz . & 5 of Looks 1O MIonaws Wish SE8 relen s N e Tre sl dopkcation Foom Sabery
(’ Wb Fasctoen [renabe  MOosalt Wb Pl Inatabey =]
‘ i » o e
Oriee Hely o
Fontiane Swn Cormwrt Ve _.j
by S
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7. Right click Windows Authentication and click Enable

- ’ Authentication
&Ll 2 18 i " Dvatie
Wy st v c ke Satings.
| 9] CEPESIIY (TERE Tiadvenaty v SR e Gropry 2 - — -
2 2ok Peek Harw © J [Pegorsatypn | @ v
S e Ses Ay nos Materiisn Enaied Cvdre Hep
= 5 Data ik Web e AP MET Dnpmesorabion Tmate:
s Spent_dhek, Byik Msterticsson Teating HTTE 401 Thaleron
= Viw Porres Actbamteation Cwatdod T X Logr(Podre
Wncomss Authenncation Toatind MITE 401 Chalerge
I 2
|
4

8. Close Internet Information Services (IIS) Manager

© 2005 - 2011 Tenet Computer Group Inc. All Rights Reserved. Page 15
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Enable Integrated Windows Authentication at IIS level on [1IS6

The cDir virtual server must be configured to use Integrated Windows Authentication:

1. Open Internet Information Services (11S) Manager
(Start...Programs...Administrative Tools)

2. Double-click on <web server name>

3. Double-click on Web Sites

4. Double-click on Default Web Site

5. Right-click on cDir, then click Properties

6. Click on the Directory Security tab

Direckary I Docurments  Directory Securiky |HTTP Headers I Cuskarn Errors I

r—Authentication and access contral

I Enable anonymous access and edit the

authentication methods For Ehis resource., Edit... |

 IP address and domain name restrictions

@ Grant or deny access to this resource using

IP addresses or Internet domain names.
Edit. .. |

—Secure communicakions
Require secure cammunications and z Certificat
enable client certificates when this 2 Srncas. . |
resource is accessed, , o
Wiew Certiticate, . |
Edit. .. |

814 | Cancel | Apply | Help |

7. In the Authentication and Access control section, click on the Edit button to open
the Authentication Methods dialog box

© 2005 - 2011 Tenet Computer Group Inc. All Rights Reserved. Page 16
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Authentication Methods x|

—Iv Enable anonymous access

=g the Following Windows user account far anonymous access:

Iser name: I IUSR_SRW11 Browse, .. |

Fassword: I TTYTITIT Y

— Authenticated access
For the Following authentication methods, user name and passward
are reguired when:

- anonymous access is disabled, or

- access is restricked using MTFS access conkral lists
¥ Integrated Windows authentication
[ Digest authentication For Windows domain servers
[™ Basic authentication {passward is sent in clear bext)

[ MET Passpork authentication

Default damain; I Selech, .,

Reealmm: I Selech, ..,

2K, | Cancel Help

8. In the Authenticated Access section, click on the Integrated Windows
Authentication checkbox

9. Click OK
10.Click OK

11.Close Internet Information Services (11S) Manager

© 2005 - 2011 Tenet Computer Group Inc. All Rights Reserved. Page 17
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Configure cDir Management Console to use the correct version of

ASP.Net version on lIS7

Define an application pool

1. Open IIS console manager
2. Expand your IIS server

3. Right Click on Application Pools, and select Add Application Pool

Add Application Pool E |
Marne:

Iu:DirF‘u:u:uI

MET Eramework version:
|.NET Framework v2.,0.50727 =]

Managed pipeline mode:
[T |

v Start application pool immediately

K I Cancel

Type cDirPool for the new pool name
Select .Net Framework v2.0.XXXXX

N o o b

Click OK

Assign cDir to the application pool
Go to Sites Folder and expand it
Right Click on cDir site

Click on the Application Pool field
Click the “...” button

o 0k~ wdhE

© 2005 - 2011 Tenet Computer Group Inc. All Rights Reserved.
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7. On the pop-up window, select the cDirPool created before or the desired
Application Pool.

Select Application Pool EE |

Properties:

Met Framework Yersion: 2,0
Pipeline mode; Classic

(0] 4 I Zancel |

8. Click the OK to close all the open windows.

Configure cDir Management Console to use the correct ASP.NET
version on 11S6

To set the appropriate ASP.NET version:

1. Open Internet Information Services (11S) Manager
(Start...Programs...Administrative Tools)

2. Double-click on <web server name>

3. Double-click on Web Sites

4. Double-click on Default Web Site

5. Right-click on cDir, then click Properties

6. Click on the ASP.NET tab

© 2005 - 2011 Tenet Computer Group Inc. All Rights Reserved. Page 19
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cDir Properties

Directary I Documents I Directory Security I HTTP Headers I Custom Errors  ASP.MET |
Microsgft
“P.nﬂt

AP T verso: Eocoz 5

Wirtual path: I Jchir

File location: I c:linetpublwwmrootlchirweb. config
File creation date: I BI7IZ011 2:25:02 PM

File last modified: |6.|'3.l'2011 4153133 PM

Edit Configuration. .. |

(o] 4 I Cancel apply | Help |

7. Set ASP.NET version to 2.0.XXXXx

8. Click Apply

9. Click OK

10.Close Internet Information Services (I1IS) Manager

© 2005 - 2011 Tenet Computer Group Inc. All Rights Reserved. Page 20
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Configure cDir Management Console to use the correct Application
pool on 11IS6

1. Open IIS console manager
2. Expand your IIS server
3. Right Click on Application Pools, and select New =» Application Pool

Add Mew Application Pool | x| |

Application pool I0: I cDirPol|

—Application pool settings
¥ |Jse default settings For new application pool

" Use existing application pool as template

#pplication pool name: IDeFauIt.ﬁ.ppF‘DDI j

ok I Cancel | Help |

Type cDirPool for the new pool name
Click OK

Go to WebSites Folder and expand it
Expand the website where cDir is defined
Right Click on cDir site

On the directory tab’s Field Application Pool, Select cDirPool created
before

© 0o N o 0 b
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orroperies ]

Directory IDDcuments I Direckory Security I HTTP Headers I Custam Errors I &SP MET I

The content For this resource should come From:
¥ The designated direckary
" 4 share located on another computer
™ & redirection ko a URL

cDir 2.5 Installation Guide

Local path: I 1cCir

| Scripk source access v Log visiks

¥ Read [+ Index this resource
[ irite

[ Directory browsing

Application settings

Application name: I cDir
Starking poink: =Defaulk Web Site=icDir
Execute permissions: IScripts anly j

application pool:

Remowve

Zonfiguration.. .

il

nlaad

(04 I Zancel | Apply | Help

10.Click apply and OK to close

© 2005 - 2011 Tenet Computer Group Inc. All Rights Reserved.
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Database Server Configuration

The cDir Management Console requires a SQL login to access the BlackBerry
Enterprise Server management database. The SQL login is assigned the minimum
rights required for the Management Console through the cdir_datareader SQL role.

For MSDE and SQL 2000, please see:

Appendix C: Database Server Configuration - BlackBerry Enterprise Server using
MSDE 2000

Appendix D: Database Server Configuration - BlackBerry Enterprise Server using SQL
Server 2000

BlackBerry Enterprise Server using SQL Server 2008

To create a SOL login for cDir:

1. Open SQL Server Management Studio
2. Expand the Server group
3. Expand the Security folder

4. Expand the Logins folder

B Microsoft SQL Server Management Studio

File Edit Wiew Tools ‘Window  Commonity  Help

&,

2 newauery | [y | i B (5| 0 | 25 6 & |1

Chiject Explorer

Connect = | 24 4 T (2] ;

= [_ﬁ TCGEMEDEYS (30U Server 10.0,2531 - TCEMEDEVS  Adminiskrator)
[ Databases
=1 [ Security
B Ca

r_'?; ##M3_PolicyEventProcessingloging #
r_'?; ##M3_Palicy TsqlExecutionLoging #
£ NT AUTHORITY|SYSTEM
| MT SERWICE\M3SCLSERVER,
fr| MT SERVICE)SOLSERYERAGEMT
[} o

5. Right-click on Logins and choose New Login

6. Select the General Page

© 2005 - 2011 Tenet Computer Group Inc. All Rights Reserved. Page 23
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7. Fill in the Login Name field with the name of the new SQL login i.e. cDir_User.

8. Select SQL Server authentication

9. Fillin a password and then confirm it again on the next field.

10. Uncheck user must change password at next login and enforce password

expiration.
[ _injx|
Selm:tapiu_p ;S Script = m Help
24 General
§ a:rer:qz;;:g Login name: |cDir_User ﬂl
_’3? Securables " Windows authertication
L2 Status & SQL Server authentication
Password: Ioooooooo
Confirm password: |uuuu
r Specify old password
Qld password: |
i Enforce password policy
I {Enforos password expiration;
r Usermust change password &t next login
" Mapped to cerificate I j
" Mapped to asymmetric key I j
™ Map to Credential I j Add |
Mapped Credentials Credential | Provider |
Server:
TCGNBDEVE
Connection:
TCGNBDEVE\Administrator
Qj Miewv connection properties
|
Ready Defautt database: Imaster j
Defautt language: I <defautt> ﬂ
[ ok | cancel |
V.

11.Select the User Mapping Page

12.Click the checkbox in the Map column next to the BESMgmt database

13.Click OK to save and close

NOTE: Record the login name and password in section 5 of the Installation Worksheet.
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To create a SOL Role for cDir

1. Open SQL Server Management Studio

2. Expand the Servers group

3. Expand the Databases group

4. Expand BESMgmt (your BES database name) Database
5. Expand Security folder

6. Expand Roles folder

7. Expand Database Roles folder
= || BESMgmts
[ Database Diagrams
[ Tables
[ Views
[ Synonyms
[ Programmability
[ Service Broker
[ Storage
= [ Security
[ Users
= [ Roles
=R atabase Roles
?‘, db_accessadmin
?‘, db_backupoperataor
?‘, db_datareader
db_datawriter
db_ddladmin
db_denydatareader
db_denydatawriter
d
d
P

b_owner
b_securityadmin
IMpoint_DataReader

AR

8. Right-click on Database Roles
9. Select New Database Role
10.Fill in the Role name field as cDir_DataReader

11.Add cDir_User as a member to this role
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Selectapage 5 Serpt + 4 Help

=10l x]

14 General

ﬁ‘ Extended Properties Role name: |cDir_DE|tE|F{eader
Owner: I
Schemas owned by this ole

N

1 rim_db_bes_server

-
=
[ rim_db_admin_entemrise
-
-
=

r

db_datawriter
guest
rim_dh admin_ andit sr helndesk LI
Members of this rale:
Role Members |
5§ eDir_User
Connection
Server:
TCGNBDEVE
Connection:
TCGNBDEVE Administrator
1!} Wiew connection properties
Ready
ok | Canca |
Vi

12.Click OK to confirm and close the window
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BlackBerry Enterprise Server using SQL Server 2005

To create a SQL login for cDir:

1. Open SQL Server Management Studio
2. Expand the Server group
3. Expand the Security folder

4. Expand the Logins folder

"_;\\ Microsoft SQL Server Management Studio Express !E !3
File Edit View Tools Window Community Help
P ewouery | [y | (3 |Gk H o B E BB S
object Explorer v BOX Summary | v X
32 = YE @ F@ 2 7 i E |
= Lb EXCHANGEL (SQL Server 8.0.760 - ¢ A
[ [ Databases ; .
B 3 System Databases Lj Loglns
# | J BESMgmt EXCHANGE1}SecurityiLogins 5 Item(s)
& | mdss -
# | ) mdss_dis
B [ Security L Mamme | created A
& [ Logins m 11/30/2007 [
& admin N AmiBUILTIN\Administrators  11/302007
28] BUILTIN\Administrators A GABRIEL|besadmin 1/8/2008 =
A GABRIEL|besadmin = < I <
L . .
«| | )'
Ready A

5. Right-click on Logins and select New Login
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E Login - New !El ﬁ
Selectapa ‘;S Script - m Help
2 General
%A Server Roles ) -
B ger Mapping Login name: Ichr_user ﬂl
1 Securables € windows authentication
|4 Status
* SOL Server authentication
Paszword: I. e
Lonfirm pazsword: IO LL L]
I Enforce password expiration
I Usermust change password ab nest login
) Mapped to certificate
Certificate name: I
) Mapped to asymmettic key
Connosiin Keyriane |
Server
EXCHANGELAB\SOLEXPRESS | Default database: [ master |
Connection: Default languags: I <defaulty j
EXCHANGE LAE0MBE S admin
24 View connection properties
Ready
ak. I Cancel I
4

6. Select the General Page
7. Fill in the Login Name field with the name of the new SQL login i.e. cDir_User.
7. Select SQL Server authentication
8. Fillin a password and then confirm it again on the next field
9. Make sure the following fields are un-checked
-Enforce password expiration
-User must change password at next login
10. Select the User Mapping Page
11.Click the checkbox in the Map column next to the BESMgmt database

12.Click OK to save and close

NOTE: Record the login name and password in section 5 of the Installation Worksheet.
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Edit the SQL user and assign it to a Role

1. Open SQL Server Management Studio

2. Expand the Servers group

3. Expand the Databases group

4. Expand BESMgmt (your BES database name) Database

5. Expand Security folder

6. Expand Users folder

7. Right Click over the cDir User name already created and select Properties

‘< Microsoft SQL Server Management Studio Express

File Edit Yiew Tools ‘Window Community  Help

Dewowery ||| S b | @ B B B BEL
Object Explorer - 1 X
2% = T [2]
= m EXCHAMGELABVSOLEXPRESS (SOL Setver 9.0

= [ Databases ; .
[ Swstem Databases D Cdlr_user

= U BESMgmt EXCHAMGELAB\SOLEXPRESS\Databases\BE: 0 Itemis)
[ Database Diagrams

[ Tables
[ Views Mame
1 Swnonyms
1 Programmability
= [ Security
= [ Users
-.:-_i_'.‘. cdir_user
-.,_i_'.‘. dbo |-
5 gueskt
|_:£'.‘. IMFORMATION _SCHEMA,
-.:_i_'.‘. pinpaint_user
-.,_i_".‘. s
[ Roles
1 Schemas

| P.s‘;-'mlmetric keys _ILI 1 | _"I
>

Ready S

Properties \Window

1

© 2005 - 2011 Tenet Computer Group Inc. All Rights Reserved. Page 29



Qrener

cDir 2.5 Installation Guide

8. In Role Members section check cDir_DataReader checkbox

9. Click OK button to confirm

_. Database User - cdir_user

Select apage

S Scrpt - E Help
|44 General

2 Securables

%A Extended Properties Sesans)

i
r
) Key name:

1 withaut login

Logit name:

Lertificate name;

Default zchema:

Schemas owned by this user.

0]
chir_user
IcDir_user _I
|
|
Jbo _I

Owned Schemas

rim_db_admin_enterprize
rim_db_admin_handheld
rim_db_admin_ji_helpdesk
rim_db_admin_security
rim_db_admin_sr_helpdezk

aagaaan

rim_db_bes_server

Connection

Server

Databaze role membership:
EXCHANGELABNSOLEXPRESS

Fole Members

E;Eﬁ;ﬂoﬁnémBD\-’-‘«dministrator --F e
[T db_acceszadmin

24 View connection properties [T db_backupoperatar
[T db_datareader
[T db_datawriter

Ready I db_ddladmin
[T db_denydatareader d|
0K I Cancel |
Y
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The following steps should be followed to initially configure cDir after a successful

installation.

Initial Configuration Steps:

. Login to the cDir Management Console
. Define a primary directory

. Import directory templates

. Assign user access rights

. Define BlackBerry Settings

. Define Object and Attributes

A LDAP browser such as Softerra LDAP Administrator
(http://www.ldapadministrator.com) can be useful to have an overall LDAP view of

directories while configuring cDir.
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Login to the cDir Management Console
1. Launch the cDir Management Console from:

http://<web_server_IP_or_DNS_name>/cDir

—~———

v e e reasy teret conet 2 i xie P
s = B 5= =2 :
‘-Mm R .'qm'". !_ et 2 TAd
L Cavmtrg. . | | L R U
=
=
r”?‘k
Cammctyg to drdmtiry. erwt. ooy
Lavenve l
I” Ssvevter ey passscrd
o I Caree |
ey RO COnPN - T T T e Fasia00% = 4

cDir 2.5 Installation Guide

2. When prompted, login using an account that is a member of the cDir Managers

group.
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Define a Primary Directory

The primary directory is used to provide authorization to users and devices accessing
cDir. The primary directory can also be queried like all other defined directories. The
email address of the user assigned to a BlackBerry device is used as the primary key
for all LDAP queries for authorization.

el o obicts | obiec iriton | ners 8 Accos | Binciterry stingn | ot

[ acenen J[ tmpen J[ swert |[ Bechup ][ Restsre | Zage Sizei | 30

Naivie Tnabledr Prunary* Secure’ Anwaymous? Tan Delete Detads Detads

1. On the Directories page, click on the Add New button.

el ons biecs | obiec tcbutes | ners  ncows | iaciserry seimgs | oot

v tnfurmation [[Ssve N Concel | [ Tt |

2. On the add new directory page:

a. Fill in the Directory URL field with the fully-qualified domain name of the
primary directory server. For example:

Directory URL: LDAP:// |dap1.tenet.com| : 389

b. Fill in the Name field with a descriptive name for the directory.
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c. Click on the Enabled? check box.
d. Click on the Primary? check box.
e. Fillin the Entry Point field with the base/entry point for LDAP queries.

In a Microsoft Active Directory environment with a domain named
acme.com, the entry point would most likely be dc=acme,dc=com (note
the comma in between the domain parts).

In a Novell eDirectory environment with a top-level organization named
ACME, the entry point would most likely be 0=ACME.

f. Fill in the Object Type In field with the LDAP attribute in a directory object
that describes the object type. In the majority of directories, this field
should contain the attribute objectClass. Some directory implementations
use structuralObjectClass. If multiple Object Types are required, enter
them using tilde ~ as a delimiter.

g. The Authentication? Field is not used in this version of cDir. cDir defaults
to anonymous access if either the Default User or Password fields are left
empty.

h. Fill in the Default User field with the full LDAP DN of a user in the directory
that will be used for all LDAP queries to this directory. This user should
have sufficient access to read the Objects and Attributes of interest.

i. Click on the Set Password button.

j. Fillin the Password and Confirm Password fields from section 5B of the
Installation Worksheet.

k. Click on the Save button.

The settings will be written to the configuration file. A message will be displayed
to indicate if the settings were saved successfully. Once the password is saved
to the configuration file, it will no longer be displayed.

The management console will also attempt to make an authenticated connection
to the directory with the supplied credentials. A message will also be displayed if
the connection to the database fails.

Note: If the Default User field is left blank, the management console will attempt

an anonymous connection to the directory. Please refer to the directory
documentation on how anonymous connections are handled.
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Import Directory Templates

Directory templates are XML files that contain LDAP directory, object and attribute
definitions. The cDir installation includes a template of two public directories in the
Templates directory. Additional templates for different directories are available for
download from the cDir product web site (http://www.tenet.com/apps/cdir).

)
gl urobects | obiec triutos | ners 8 Accos_| icktrry stings | _sbout

[(Aednan ) tmsen | ©set [ Sachup [ fmatars | Oage Size: | 20 ~

Nome Enabled? Primary? Faturn? Anonymaus?  Edit  Delete  Detalls Detads

1. On the Directories page, click on the Import button.

———————————
Tl o o | bt rten | nore & ccone | icktery st | bont

L (rom Tamplate

Salected Yamplote USL
Avaable Tamplatns At L0 e sarses Tamaatenaubiic el

283200 Available Dicectories Selested Ditectones
peblic (02022006 v X =
Univereay of Wweytarn Oscans
Untvmesity of Calgary

2. Choose public from the Available Templates dropdown list.

3. Click on the select all button to select both directories to be imported. The
directories will move from the Available Directories list to the Selected Directories
list.

4. Click on the Import button.
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Assign User Access Rights

The primary directory is used to provide authentication and authorization of users to the
directories defined in cDir.

Authentication

Authentication occurs at two levels: the MDS server and the BlackBerry device.

The IP address of the MDS server from which devices requests are coming from must
be defined in the Authorized MDS Servers tab of the BlackBerry Settings page. This
configuration will be completed in the next section.

At the device level, the email address that is associated with a user’s device must be an
attribute of a user object that is returned in the results of a group definition.

By default, one group is defined in cDir named _ALL. The _ALL group will query the

primary directory for all person-type objects. By default, cDir looks for persons in the
following object classes: inetOrgPerson, person, and organizationalPerson.

- O ———
Urers & Access [ About_|

User Groups Access Group Members

Primary Directory: Primary Directory

_ peciClass e’ < X > Yy

1. On the Users & Access page, in the User Groups tab:
a. Click on the Members icon next to the _ALL group.

A list of users will be displayed. Confirm that the user associated with the test
BlackBerry device is listed with an email address in the Email column.

Authorization

Authorization occurs at two levels: the directory and the individual objects classes in the
directory.
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A user can be restricted to which directories and objects they can query from the
BlackBerry device based on their group membership.

ool ons biece | Obiect tributen | s Accens | bocknery stings | bt |

| Save Cancel | [ Tem |

Viathile Ta: Avalable graupe Selected groug

1. To allow access to the public directories, on the Directories page:
a. Click on the Edit icon next to the University of Calgary directory definition.

b. In the Available Groups list, click on the _ALL group.

c. Click the Add Group button. The _ALL group will move from the
Available Groups list to the Selected Groups list.

d. Click on the Save button.

Repeat steps a-d for the University of Western Ontario directory definition.
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—
o I e e I

L LDAP ORIECTS 1O NE QUENILSL Seen Canced Teoat

OR

sFuiion Castomen -
¥ with Antrbutes (¥ Wik Sama Vizibibey
Caey
.
Person
LOAP Vilter Shan Hats | [Show Attributes

(ahoviniddresaBook=*)

o8 0

Vadde T
Avalable Growups

2. To allow access to the objects in the public directories, on the LDAP Obijects
page:
a. Choose the University of Calgary directory from the Choose Directory
dropdown list.
b. Click on the Edit % icon next to the inetOrgPerson object definition.

c. Inthe Visible To list, click on the _ALL group.

d. Click on the Add Group button. The _ALL group will move from
the Available Groups list to the Selected Groups list.

e. Click on the Save button.
Repeat steps a-e for each object (inetOrgPerson, organizationUnit, uwoRole

and uwoUnit) in the University of Western Ontario directory by first selecting
the directory from the Choose Directory dropdown list.
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e ——————
Users & Access [ About

User Groups Access Group Members

Primary Directory: Primary Directory

& Groop Name Fates van Delete

obgectClana=" | \ X' < [ 8

3. This step will confirm that the _ALL group has been granted the appropriate
rights. On the Users & Access page, in the User Groups tab:

a. Choose All from the Directory dropdown list.

b. Choose All from the Group dropdown list.

c. Confirm the With Objects check box is selected.

d. Confirm the All radio button is selected in the User section.

e. Inthe _ALL column, confirm Yes appears beside both directories and
each of the object types in the directories.

Note: The optional field LDAP filter could be also used to restrict further on the data
visibility. It allows an administrator to type an additional LDAP filter that combined at run
time with the end user’s filter on all the Search and Reverse look-up requests.

For example: It could be used to hide all disabled accounts for an organizationalPerson
object.
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Define BlackBerry Push Settings (Optional)

Follow these steps if you have a BlackBerry Enterprise Server and you want to
push a cDir shortcut icon to the end-users’ BlackBerry smartphones.

[ orectoron | 10aP Objects | bect atiutes | s accens RETTIEETrR oot |

Autharixed

MDS Servers BES Database MDS Server Channel

[ asénen VoS Sarvet |

Ro suthorized MDS servers defined

a MOS IO Address Delete

1. On the BlackBerry Settings page, in the Authorized MDS Servers tab:

a. Click on the Add New MDS Server button

b. Fill in the MDS IP Address field with the IP Address of the BlackBerry
Mobile Data Service server from section 1A of the Installation Worksheet.

c. Click on the Save button.

The settings will be written to the configuration file. A message will be displayed
to indicate if the settings were saved successfully. If saved successfully, the IP
address will be listed in the table of authorized MDS servers.

[ uectories | 0nPObjets | obiect At | isers 8 ccons TRl oo

Authorized
MDS Servers DES Database MDS Server Channel
BES MSDE/SQL Sarver connection settings Save ] Test |
Sat Saszvaes |
Saxe

© 2005 - 2011 Tenet Computer Group Inc. All Rights Reserved. Page 40



Q rewer

cDir 2.5 Installation Guide
2. On the BlackBerry Settings page, in the BES Database tab:

a. Fill in the Server Name field with the DNS Name of the BlackBerry
Enterprise Server management database server from section 2B of the
Installation Worksheet.

b. Fill in the Database Name field with the BlackBerry Enterprise Server
management database name from section 2C of the Installation
Worksheet.

c. Fillin the User Name field with the cDir SQL login name from section 5A
of the Installation Worksheet.

d. Click on the Set Password button.

e. Fill in the Password and Confirm Password fields from section 5B of the
Installation Worksheet.

f. Click on the Save button.

The settings will be written to the configuration file. A message will be displayed
to indicate if the settings were saved successfully. Once the password is saved
to the configuration file, it will no longer be displayed.

The management console will also attempt to make a connection to the
BlackBerry Enterprise Server management database with the supplied
credentials. A message will also be displayed if the connection to the database
fails.

Authorized
MDS Servers

BES Database MDS Server Channel

MOS connection settings | Save

i §0680
Porti 7874
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3. On the BlackBerry Settings page, in the MDS Server tab:

a. Fillin the MDS Server Name field with BlackBerry Enterprise Server DNS
name from section 1B of the Installation Worksheet.

b. The MDS port field is populated with 8080 by default.
c. The Handheld Browser port field is populated with 7874 by default.
d. Click on the Save button.

The settings will be written to the configuration file. A message will be displayed
to indicate if the settings were saved successfully.

Autherized
MDS Servers BDES Database MDS Server Channol

hannel settings

4. On the BlackBerry Settings page, in the Channel tab:

a. Fillin the Title field. This title will display under the cDir icon on the main
menu of the BlackBerry device. Example: cDir

b. Fill in the Channel icon field with the URL of an image file. A default image
file is included in the cDir directory:

http://<web_server_IP_or_DNS_name/cDir/img/cDir.png

The icon must be PNG (Portable Network Graphics) format and 28x28
pixels in size. If the image file can be accessed from the cDir Management
Console, it will be shown after the field is updated.

c. Click on the Save button.

The settings will be written to the configuration file. A message will be displayed
to indicate if the settings were saved successfully.
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Define Attributes

| Otectories | _LOAP Objocts  RECTNRNVNITSVENGN Users & Access | SiackBerry Settings | About | togs |

' Postal
= 216

v
yoe  Masdhep -

" http £110.1,10. 55 etnvvahoomap, asox?00={0)

4. Create or Update an Object Attribute
a. LDAP Attribute
There are 2 types of attributes that you can create,
i. LDAP field attribute from your corporate directory.
For example postalCode
ii. Dummy field. If the attribute start with the prefix “__” the field will be
a static label and won’t bring any value from the directory
For this type of fields “Position in List” should be left blank or 0 as it
won’t query for any value on the directory

b. Position in List: is the position in the results list. If left blank or O the field
won’t be displayed on the results list and will be displayed only on the
details screen.
Searchable: Allows this field to be searchable on the search page
Reverse Lookup: queries the LDAP directory and returns the list of objects
that shares the same attribute value. On the picture above sample it
returns the list of persons with the same postal code of the person where
we click over.
e. Link Type:

e Details: when selected means that this field is linked to the detail

screen

Qo

© 2005 - 2011 Tenet Computer Group Inc. All Rights Reserved. Page 43



Qrewer

cDir 2.5 Installation Guide

e Subquery: Allows creation of subquerys that can relate one directory
to another

e Mailto: link this field to create an email

e Mashup Use this link type when is desired to embed the output of the
specified URL within the details page of cDir.
Note: cDir ships with a proof of concept example for mashup link,
called BESQuery (please see below more details about it).

e Others: Normally used to setup a hyperlink associated with a field

e PIN: Links the field with a PIN-to-PIN message

e Tel: link this field to link to a phone call. Also filters the phone numbers
and remove any extra character to make it compatible with device
phone numbers call.

(**) BESQuery:

BESQuery is a web page that could be invoked using 2 types of parameters and
returns information from BES database (e.g. mobile phone, PIN, etc) for a specific
user.

Following are few examples for BESQuery:

e Toretrieve a list of fields for a specific user:
../BESQuery.aspx?email=somename@somedomain.com

o To retrieve a single value for a specific user.
../BESQuery.aspx?email=somename@somedomain.com&attribute=pin

From cDir it could be used in two ways:
e As a “mashup” link (this will embed the output of BESQuery within the flow of
the details page).
e As a “others” link (this acts like a standard hyperlink).

Notes:
All the available attributes are displayed in the XSLT/BESQuerySingleValue.xls
file.
The output could also be customized, since it is rendered using an XSL file.

Customize the Search and Results pages

Starting with version 2.1 the following customizations are available:

- cDir can be configured to display the corporate logo and a tag line.
- cDir could be set-up to use a custom Quick Search Form.

These configuration settings are exposed in the Web.config file stored under the root of
the cDir application.
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To add a custom logo and tag line follow the steps below:

1. Locate the Web.config file stored under the root of the cDir application (the default
location is YourDriveLetter:\\inetpub\wwwroot\cDir).
2. Create a back-up of your Web.config file.
3. Open the Web.config file using Notepad.
4. To setup the corporate logo on the Search pages:
- Locate the key called "Corporate.Logo.Search.Pages.Image.Path".
- Change the “value” attribute to point to the absolute URL of your
Corporate Logo Image. If desired the image could be stored under the
Img folder within the root of cDir application. In that case you can use a
relative URL for the “value” attribute (e.g. Img/YourLogo.png).
5. To setup the corporate logo on the Results pages:
- Locate the key called "Corporate.Logo.Results.Pages.Image.Path ".
- Change the “value” attribute to point to the absolute URL of your
Corporate Logo Image. If desired the image could be stored under the
Img folder within the root of cDir application. In that case you can use a
relative URL for the “value” attribute (e.g. Img/YourLogo.png).
6. By default the Logo Image will be aligned to right. The Logo Image alignment is
customizable too:
- Locate the key called " Corporate.Logo.Image.Align ".
- Change the “value” attribute to one of the following values: Left, Center,
Right as desired. The default value is “Right”.
7. To display a Tag Line on the Search pages:
- Locate the key called " Corporate.Tag.Line ".
- Change the “value” attribute to your custom tag line.
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To enable the custom Quick Search Form follow the steps below:

1. Locate the Web.config file stored under the root of the cDir application (the default
location is YourDriveLetter:\\inetpu\wwwroot\cDir).
2. Create a back-up of your Web.config file.
3. Open the Web.config file using Notepad.
4. To enable the Quick Search form:
- Locate the key called " Search.Custom.Form.Enabled ".
- Change the “value” attribute to “1”. By default the Custom Search form is
disabled, its value is set to “0”.
5. To display the corporate logo on the Search page:
- Locate the key called " Search.Custom.Form.Logo.Image.Path ".
- Change the “value” attribute to point to the absolute URL of your
Corporate Logo Image. If desired the image could be stored under the
Img folder within the root of cDir application. In that case you can use a
relative URL for the “value” attribute (e.g. Img/YourLogo.png).
6. To setup the label that is displayed before the Search Textbox:
- Locate the key called " Search.Custom.Form.TextBox.Label ".
- Change the “value” attribute to the desired text.
7. To setup the text that is displayed on the Search Button:
- Locate the key called " Search.Custom.Form.Button.Text ".
- Change the “value” attribute to the desired text.
8. To setup the conditional operator used on the Search Criteria:
- Locate the key called " Search.Custom.Form.Conditional.Operator ".
- Change the “value” attribute to one of the following values: Equals, Starts,
Contains. The default value is: Contains.

Note: the Custom Form will always:
- search on the first Directory visible to the logged in user;
- look for the first Object for that Directory visible to the current logged in
user;
- use the first Searchable Attribute defined to build the search criteria.

Qremer

v

Custom form logo Image

Custome form textbox label

v

Please type the user name here

v

— | Search | Custom form button text

v

Search field
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Testing cDir

The following steps should be used to test the cDir application after successfully
completing the initial configuration steps. A BlackBerry device that has been provisioned
successfully on the BlackBerry Enterprise Server (identified in Section 1 of the
Installation Worksheet) is required to complete these tests.

Test 1: Test a channel push to a BlackBerry device

This test will confirm cDir is able to initiate a push of test content from the BlackBerry
Enterprise Server to a BlackBerry device using the Mobile Data Service.

1. Launch the cDir Management Console

2. When prompted, login using an account that is a member of the cDir Managers
group.

3. On the BlackBerry Settings page, in the MDS Server tab:

a. Fill in the Test Email Address field with the email address of the user
associated with the BlackBerry device.

b. Click the Test button.

cDir will attempt to push a new channel to the BlackBerry device. A message will
be displayed to indicate if the channel was pushed successfully.

An icon named cDir Test will appear on the ribbon bar (main menu) of the
BlackBerry device. Click on the cDir Test icon to view the content that was

pushed to the BlackBerry Browser cache. The cDir Test channel can be safely
deleted from the Browser Channel section of the BlackBerry Browser bookmarks.

Test 2: Test push of the cDir channel icon to a BlackBerry device

This test will confirm cDir is able to push the cDir channel icon from the BlackBerry
Enterprise Server to a BlackBerry device using the Mobile Data Service.

1. On the BlackBerry Settings page, in the Channel tab:

a. Confirm the User radio button is selected.
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b. Fill in the field with the email address of the user associated with the
BlackBerry device.

c. Click the Push button.

A message will be displayed to indicate if the channel was pushed
successfully.
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An icon (defined in Step 4) will appear on the ribbon bar of the BlackBerry
device. Click on the icon to start the cDir application.
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Test 3: Test cDir directory query

This test will follow an example of a typical cDir query for a person in a directory.

1. Launch the cDir application in your browser (alternatively, if using a BlackBerry
smartphone, click on the cDir icon in the home screen to start the application).
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3. On the Objects page, choose the desired Object.
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5. On the Search page, type the keywords to search for and press the desired
search button.
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7. On the Search Results Details page, click on the lookup 24 icon next to the
name of the department to search for all people in this department.
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Appendix A - How to configure Mobile Data Service to send the email
address and PIN number of a BlackBerry

IMPORTANT: The following steps outline changes to a configuration file used by the
BlackBerry Mobile Data Service. Please ensure you create a backup copy before
making any changes to the original file.

The Mobile Data Service must be configured to send the email address and PIN
number of the BlackBerry device with each HTTP request from the BlackBerry Browser.
This is required for cDir to determine from which BlackBerry device a request is
originating.

1.

On the BlackBerry Enterprise Server for Microsoft Exchange or Novell
GroupWise, browse to:

c:\program files\research in motion\blackberry enterprise
server\MDS\servers\<server _name>\config\

On BlackBerry Enterprise Server for IBM Lotus Domino, browse to:

c:\program files\research in motion\blackberry enterprise
server\MDS\servers\instance\config\

Create a backup copy of the rimpublic.property file.
Open the rimpublic.property file with Notepad or a similar text editor.
Add the following lines to the end of the file:

[HTTP HANDLER]
application.handler.http.header=email,pin

Save the file.

Restart the BlackBerry Mobile Data Service from the BlackBerry Manager or
Service control panel.
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Appendix B — How to configure the BlackBerry Enterprise Server
Database Engine for SQL server authentication

The BlackBerry Enterprise Server Database Engine must be configured to allow TCP
connections and SQL server authentication from the web server hosting cDir.

IMPORTANT: The following steps will interrupt communication between the BlackBerry
Enterprise Server and the management database, potentially causing a brief service
interruption for BlackBerry users. These steps should NOT be performed during peak
usage periods.

For additional information, please see the following references:

=  Microsoft How To Article KB827204

http://support.microsoft.com/kb/827204/EN-US/

= Microsoft How To Article KB325003

http://support.microsoft.com/kb/325003/EN-US/

BlackBerry Enterprise Server using SQL Server 2008

The SA account is configured during the installation of SQL Server. Please contact your
database administrator for more information.

For additional information, please see the following reference:
MSDN - How to change Server Authentication Mode (SQL Server Management

Studio)
http://msdn.microsoft.com/en-us/library/ms188670(v=SQL.100).aspx

To configure SQL server for mixed-mode authentication:
1. Open SQL Server Management Studio
2. In Object Explorer, right-click the server, and then click Properties

3. On the Security page, under Server authentication, select SQL Server and
Windows Authentication mode and then click OK
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4. In Object Explorer, right-click your server, and then click Restart. If SQL Server
Agent is running, it must also be restarted.

BlackBerry Enterprise Server using SQL Server 2005

The SA account is configured during the installation of SQL Server. Please contact your
database administrator for more information.

For additional information, please see the following reference:

= MSDN - How to change Server Authentication Mode (SQL Server Management
Studio)

http://msdn.microsoft.com/en-us/library/ms188670(SOL.90).aspx

To configure SQL server for mixed-mode authentication:
1. Open SQL Server Management Studio
2. In Object Explorer, right-click the server, and then click Properties

3. On the Security page, under Server authentication, select SQL Server and
Windows Authentication mode and then click OK

4. In Object Explorer, right-click your server, and then click Restart. If SQL Server
Agent is running, it must also be restarted.
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BlackBerry Enterprise Server using MSDE 2000

Enable TCP connectivity to MSDE. From a command-prompt:

1. Change the directory to C:\Program Files\Microsoft SQL Server\80\Tools\Binn.

2. Type svrnetcn.exe and press ENTER to open the SQL Server Network Utility

screen.

3. Click on Named Pipes and TCP/IP, then click Enable after selecting each one.

4. Click Apply, and then click OK to close the SQL Server Network Utility screen.

5. Close the command prompt and restart MSDE.
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Configure MSDE for Mixed-Mode authentication:

1. In Control Panel, open the Services tool to stop MSSQLSERVER and all other
related services (such as SQLSERVERAgent)

2. Open Registry Editor. Click Start, click Run, type regedt32, and then click OK.

3. Locate the following subkey:
HKEY_LOCAL_MACHINE\Software\Microsoft\MSSqlserver\MSSqlServer\

4. In the right pane, double-click the LoginMode subkey.

5. In the DWORD Editor dialog box, set the value of this subkey to 2, make sure
that the Hex option is selected, and then click OK.

6. Restart the MSSQLSERVER and the SQLSERVERAgent services for this
change to take effect.

Configure the SA account password:
1. Open a command prompt window.
2. Type the following command, and then press ENTER:
osqgl -U sa

This connects you to the local, default instance of MSDE by using the SA
account.

3. Type the following commands, one per line, and press ENTER at the end of each
line:

sp_password null, 'mynewpassword’, 'sa’ <ENTER>
go <ENTER>

NOTE: Make sure that you replace 'mynewpassword' with the new
password.

4. Type Exit, and then press ENTER.
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The SA account is configured during the installation of SQL Server. Please contact your
database administrator for more information.

For additional information, please see the following reference:

= MSDN - How to set up Mixed Mode security (Enterprise Manager)

http://msdn.microsoft.com/library/default.asp?url=/library/en-

us/howtosqgl/ht 6 secrty 2dh5.asp

To configure SQL server for mixed-mode authentication:

1. Open Enterprise Manager

2. Expand the server group

3. Right-click on the database server hosting the BlackBerry Enterprise Server

management database

4. Click Properties

SQL Server Properties (Configure) - SR¥Y7T

Server Settings I Diatabaze Settings I Replization | Active Directary I

General I  emary | Frocessor Securiy | Connections

— Security

&

SOL Server provides authentication bazed on Windows
accounts and a named SGL Server login ID and password.

Avthentication:

O Windows anly

Audit level:
' None € Failure
" Success oAl

@ s

— Startup service account

Start and run SOL Server in the following account:
' Systemn account

' This account

Easstmnd: I

ak I Cancel | Help

5. Click on the Security tab
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6. In the Authentication section, click on the SQL Server and Windows option

7. Click OK
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Appendix C: Database Server Configuration - BlackBerry Enterprise
Server using MSDE 2000

The following steps should be completed on the BlackBerry Enterprise Server.
To create a SQL login for cDir:
1. Open a command prompt window.
2. Type the following command, and then press ENTER:
osqgl -U sa

When prompted, type in the SA password, and then press ENTER. This
connects you to the local, default instance of MSDE by using the SA account.

3. Type the following commands, one per line, and press ENTER at the end of each
line:

exec sp_addlogin @loginame = 'cDir_user’, @passwd = ‘password’
,@defdb = 'BESMGMT' <ENTER>

go <ENTER>

NOTE: Make sure that you replace '‘password’ with a password for the
cDir_user account.

4. Type the following commands, one per line, and press ENTER at the end of each
line:

USE BESMGMT <ENTER>

exec sp_grantdbaccess @loginame = 'cDir_user', @name_in_db =
'cDir_user' <ENTER>

go <ENTER>

5. Type the following commands, one per line, and press ENTER at the end of each
line:

USE BESMGMT <ENTER>

exec sp_addrolemember @rolename = 'cDir_datareader', @membername
='cDir_user <ENTER>
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go <ENTER>
6. Type Exit, and then press ENTER.
7. Test the new login by typing the following command:
osql -U cDir_user
When prompted, type in the cDir_user password, and then press ENTER. This
connects you to the local, default instance of MSDE by using the cDir_user
account.

8. Type Exit, and then press ENTER.

9. Record the login name and password in section 5 of the Installation Worksheet.
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Appendix D: Database Server Configuration - BlackBerry Enterprise
Server using SQL Server 2000

To create a SQL login for cDir:
1. Open Enterprise Manager
2. Expand the server group

3. Double-click the database server hosting the BlackBerry Enterprise Server
management database

4. Double-click the Security folder

5. Right-click on Logins, and then click New Login

S0L Server Login Properties - New Login E |

General | Server Fh:ulesl Databasze .f-'-.u:u:essl

m‘? M arne: Iu:dir_user _l

Authentication

© windows Authentication

[Mommait: j

Secunty access:

¥ [rant access

{© Deny access

* SOL Server &uthentication

PaSSWDI’d xxxxxxxxxxxxxxxx

Defaults
Specify the default language and database for this login.

Databaze:

Languange: I <Default: j

(] I Cancel | Help |

6. Fill in the Name field with the name of the new SQL login i.e. cDir_user.

7. In the Authentication section, click on the SQL Server Authentication option and
fill in a password.
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8. Choose BESMgmt from the Database dropdown list.

9. Click on the Database Access tab.

S0L Server Login Properties - New Login E

Generall Server Boles  Database Access |

Specify which databases can be acceszed by thiz login.

Permit | Database Idzer -
©
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O License
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C1@ TEMET

O8 mwo
—1 &=

=
Tt _MOMIC

D atabaze roles for 'BESK gmt_Ghw™:

Permit in Databaze Role [«]

] ﬁ db_denpdatawriter

] ﬁ rim_db_besz_szerver

] ﬁ PIMpoint_D ataReader
[iir_datareader

Properties |

(] 4 I Cancel | Help |

10.Click the checkbox in the Permit column next to the BESMgmt database.
11.Click the checkbox next to the cDir_datareader role.

12.Click OK.

Record the login name and password in section 5 of the Installation Worksheet.
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