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Confidentiality 

 
This document contains proprietary information and is therefore considered CONFIDENTIAL. 
 
Trademarks 

 
Product names mentioned in this document are trademarks or registered trademarks of their respective 
manufacturers and are hereby acknowledged. 
 
cDir 2.1 Installation Guide - Disclaimer 

 
This document is provided ñas isò and Tenet Computer Group Inc. assumes no responsibility for any typographical, 
technical, or other inaccuracies in this document.  Tenet Computer Group Inc. reserves the right to periodically 
change information that is contained in the document; however, Tenet Computer Group Inc. makes no commitment to 
provide any such changes, updates, enhancements, or other additions to this document to you in a timely manner or 
at all. 
 
Tenet Computer Group Inc. makes no representations, warranties, conditions, or covenants, either express or implied 
(including, without limitation, any express or implied warranties or conditions of fitness for a particular purpose, non-
infringement, merchantability, durability, title, or related to the performance or non-performance of any software 
referenced herein, or performance of any services referenced herein).  In connection with your use of this 
documentation, neither Tenet Computer Group Inc. nor its affiliated companies and their respective directors, officers, 
employees, or consultants shall be liable to you for any damages whatsoever be they direct, economic, commercial, 
special, consequential, incidental, exemplary, or indirect damages, even if Tenet Computer Group Inc. has been 
advised of the possibility of such damages, including, without limitation, loss of business revenue or earnings, lost 
data, damages caused by delays, lost profits, or a failure to realize expected savings. 
 
This document might contain references to third-party sources of information and/or third-party web sites (ñThird-
Party Informationò). Tenet Computer Group Inc. does not control, and is not responsible for, any Third-Party 
Information, including, without limitation, the content, accuracy, copyright compliance, legality, decency, links, or any 
other aspect of Third-Party Information.  The inclusion of Third-Party Information in this document does not imply 
endorsement by Tenet Computer Group Inc. of the third party in any way.  Andy dealings with third parties, including, 
without limitation, compliance with applicable licenses, and terms and conditions are solely between you and the third 
party.  Tenet Computer Group Inc. shall not e responsible or liable for any part of such dealings. 
 
Certain features outlined in this document require a minimum version of BlackBerry Enterprise Server Software, 
BlackBerry Desktop Software, BlackBerry Handheld Software, Windows server software, and may require additional 
development or third-party products and/or services for access to corporate applications.  Prior to subscribing to or 
implementing any third-party products and services, it is your responsibility to ensure that the airtime services provide 
you are working with has agree d to support all of the features of the third-party products and services. Installation 
and use of third-party products and services with Tenet Computer Group Inc.ôs products and services may require 
more than one or more patent, trademark, or copyright licenses in order to avoid infringement of the intellectual 
property rights of others.  You are solely responsible for acquiring any such licenses.  To the extent that such 
intellectual property licenses may be required, Tenet Computer Group Inc. expressly recommends that you do not 
install or use these products until all such applicable licenses have been acquired by you or on your behalf.  Your use 
of third-party software shall be governed by and subject to you agreeing to the terms of separate software licenses, if 
any, for those products or services.  Any third-party products and services that are provided with Tenet Computer 
Group Inc.ôs products and services are provided ñas is.ò  Tenet Computer Group Inc. makes no representation, 
warranty, or guarantee whatsoever in relation to the third-party products or services and Tenet Computer Group Inc. 
assumes no liability whatsoever in relation to the third-party products and services even if Tenet Computer Group Inc. 
has been advised of the possibility of such damages or can anticipate such damages. 
 
Unless required by applicable law or agreed to in writing, software distributed under the License is distributed on an 
ñAS ISò basis, without warranties or conditions of any kind, either express or implied.   
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About This Guide 

Audience 

 
This guide was written for a Microsoft Windows 2003 server administrator with 
intermediate knowledge of the BlackBerry Enterprise Server environment. 

Prerequisite Knowledge 

 
LDAP (Lightweight Directory Access Protocol) is used by cDir to read directory 
information. This guide assumes a basic knowledge of LDAP and the applicable 
directory implementation of LDAP. For more information, please review the LDAP 
standards and documents links at the following URL: 
 

http://www.mozilla.org/directory/standards.html 
 
This guide assumes basic knowledge of Microsoft Windows 2003 Server, Internet 
Information Server (IIS) and SQL Server. 
 
This guide assumes intermediate knowledge of the BlackBerry Enterprise Server and 
Mobile Data Service (MDS). 
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Pre-Install Checklist 
 

BlackBerry Enterprise Server 

 

Requirements: Ã BlackBerry Enterprise Server v4.0 or higher  
Ã Mobile Data Service running 1 
Ã BlackBerry Enterprise Server is configured as a push server 1 
Ã Mobile Data Service configured to store push submissions in the 

management database 1  
Ã Mobile Data Service is configured to send the email address and PIN 

number of a BlackBerry device with each HTTP request from the 
BlackBerry Browser 2 

Ã The server running the Mobile Data Service must be able to ping the 
web server hosting cDir by IP address and DNS name 

 
Note(s): 1. Please see the BlackBerry Enterprise Server Administration Guide 

for instructions on how to start and configure the Mobile Data 
Service. 

2. Please see Appendix A for information on how to configure Mobile 
Data Service to send the email address and PIN number. 

 

BlackBerry Enterprise Server Database Engine1 

 

Requirements: Ã Enabled for mixed-mode authentication from the web server hosting 
cDir 

Ã Server admin account with password configured 

 
Note(s): 1. Please see Appendix B for information on how to configure the 

database engine 
 

Web Server hosting cDir 

 

Requirements: Ã Microsoft Windows 2000 Server, Windows 2003 Server (any Edition) 
Ã Member server of an Active Directory domain 1 
Ã Microsoft .NET Framework Version 1.1 (or higher) installed 
Ã Internet Information Server (IIS) installed 
Ã Microsoft ASP.NET enabled 
Ã The web server hosting cDir must be able to ping the BlackBerry 

Management Database server by IP address and DNS name. 
Ã The web server hosting cDir must be able to ping the BlackBerry 

Enterprise Server by IP address and DNS name 

 
Note(s): 1. Required if Active Directory will be used to authenticate users to the 

cDir Management Console. 
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Installation Worksheet 

Please fill in all settings prior to beginning the installation. 
 
Á Section numbers will be referenced in the installation steps.  
Á Default settings are shown in brackets. 
Á Passwords should be recorded in accordance with an enterprise password policy 

 

Section 1: BlackBerry Mobile Data Service 

 

1A IP Address:  

1B DNS Name:  

 

Section 2: cDir Web Site 

 

2A Virtual Directory Name (cDir):  

2B Port Number (80):  

 

Section 3: BlackBerry Management Database Server 1 

 

3A IP Address:  

3B DNS Name:  

3C Database Name (BESMgmt) 2:  

3D Server Admin Account 3:  

3E Server Admin Password:  

 
Note(s): 

 
1. If using MSDE locally, the database server is the same as the 

BlackBerry Enterprise Server. 
2. The default database name is BESMgmt. 
3. The default server admin account is ósaô. 
 

 

Section 4: cDir Registration Information 

 

4A User Name:  

4B Organization:  

4C Phone Number:  

4D Email Address:  

4E License Key:  

 

Section 5: cDir SQL Security 

 

5A User Name:  

5B Password:  
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Installation 

 
1. Complete the Pre-Install Checklist. 
 
2. Complete sections 1 through 4 of the Installation Worksheet. 

 
3. Login to the web server with a local administrator account. 

 
4. Double-click on setup.exe from the cDir installation directory. 
 

 
 
5. Click the Next button. 

 



 cDir 2.1 Installation Guide  
 

 

 

â 2009 Tenet Computer Group Inc. All Rights Reserved. Page 8 

 
 

6. Review the End-User License Agreement (ñEULAò) license agreement. 
 
7. If acceptable, click on I Agree, and then click the Next button. 
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8. To create the cDir database objects, click Yes, otherwise, click No. Normally you 
would choose Yes for a new installation. 

 
9. Click the Next button. 
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10. Fill in the virtual directory name (Section 2A) that will be created on the web 
server for cDir.  

 
11. Fill in the port number (Section 2B) that will be used to connect to cDir. 

 
12. Click the Next button. 
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13. Click the Next button to start installing the cDir files. 
 
14. If you chose to install the database objects in step 7, continue to step 14, 

otherwise skip to step 19. 
 



 cDir 2.1 Installation Guide  
 

 

 

â 2009 Tenet Computer Group Inc. All Rights Reserved. Page 12 

 
 
15. Fill in database server DNS name (Section 3B). 
 
16. Fill in BlackBerry management database name (Section 3C). 

 
17. Fill in the database server administrator user name (Section 3D). 

 
18. Fill in the database server administrator user password (Section 3E). 

 
19. Click the Next button. 
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20. Fill in the user name (Section 4A). 
 
21. Fill in the organization (Section 4B). 

 
22. Fill in the phone number (Section 4C). 

 
23. Fill in the email address (Section 4D). 

 
24. Click the Next button. 
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25. Fill in the license key (Section 4E). The License Key fields are case sensitive. 
 

26. Click the Next button. 
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27. Review any additional information. 
 

28. Click the Next Button. 
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29. The cDir installation is complete. Click the Close button. 
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cDir Management Console Security 

 
The cDir installer creates a local Windows group on the web server, named cDir 
Managers. Only members of the cDir Managers group can be authenticated to the cDir 
Management Console. 
 
The user account that completed the installation of cDir is automatically added to the 
cDir Managers group. Additional users can be added if required. 
 
The cDir virtual server must be configured to use Integrated Windows Authentication: 
 

1. Open Internet Information Services (IIS) Manager 
(StartéProgramséAdministrative Tools) 

 
2. Double-click on <web server name> 

 
3. Double-click on Web Sites 

 
4. Double-click on Default Web Site 

 
5. Right-click on cDir, then click Properties 

 
6. Click on the Directory Security tab 
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7. In the Authentication and Access control section, click on the Edit button to open 
the Authentication Methods dialog box 

 

 
 

8. In the Authenticated Access section, click on the Integrated Windows 
Authentication checkbox 

  
9. Click OK 

 
10. Click OK 

 
11. Close Internet Information Services (IIS) Manager 
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Database Server Configuration 

 
The cDir Management Console requires a SQL login to access the BlackBerry 
Enterprise Server management database. The SQL login is assigned the minimum 
rights required for the Management Console through the cdir_datareader SQL role. 

BlackBerry Enterprise Server using MSDE 2000 

 
The following steps should be completed on the BlackBerry Enterprise Server. 
 
 To create a SQL login for cDir: 
 

1. Open a command prompt window. 
 
2. Type the following command, and then press ENTER:  

 
osql -U sa 

 
When prompted, type in the SA password, and then press ENTER. This 
connects you to the local, default instance of MSDE by using the SA account. 

  
3. Type the following commands, one per line, and press ENTER at the end of each 

line: 
 

exec sp_addlogin @loginame = 'cDir_userô, @passwd = 'password' 
,@defdb = 'BESMGMT' <ENTER> 

   
go <ENTER> 

 
NOTE: Make sure that you replace 'password' with a password for the 
cDir_user account.  

 
4. Type the following commands, one per line, and press ENTER at the end of each 

line: 
 

USE BESMGMT <ENTER> 
 
exec sp_grantdbaccess @loginame = 'cDir_user', @name_in_db = 
'cDir_user' <ENTER> 
 
go <ENTER> 
 

5. Type the following commands, one per line, and press ENTER at the end of each 
line: 
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USE BESMGMT <ENTER> 
 
exec sp_addrolemember @rolename = 'cDir_datareader', @membername 
= 'cDir_user' <ENTER> 
 
go <ENTER> 

 
6. Type Exit, and then press ENTER. 
 
7. Test the new login by typing the following command: 

 
osql -U cDir_user 

 
When prompted, type in the cDir_user password, and then press ENTER. This 
connects you to the local, default instance of MSDE by using the cDir_user 
account. 

 
8. Type Exit, and then press ENTER. 
 
9. Record the login name and password in section 5 of the Installation Worksheet. 

 

BlackBerry Enterprise Server using SQL Server 2000 

 
To create a SQL login for cDir: 
 

1. Open Enterprise Manager 
 
2. Expand the server group 
 
3. Double-click the database server hosting the BlackBerry Enterprise Server 

management database 
 

4. Double-click the Security folder 
 

5. Right-click on Logins, and then click New Login 
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6. Fill in the Name field with the name of the new SQL login i.e. cDir_user. 
 
7. In the Authentication section, click on the SQL Server Authentication option and 

fill in a password. 
 

8. Choose BESMgmt from the Database dropdown list. 
 

9. Click on the Database Access tab. 
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10. Click the checkbox in the Permit column next to the BESMgmt database. 
 
11. Click the checkbox next to the cDir_datareader role. 

 
12. Click OK. 

 
Record the login name and password in section 5 of the Installation Worksheet. 
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BlackBerry Enterprise Server using SQL Server 2005 

 
 
 
To create a SQL login for CDir: 
 
 

1. Open SQL Server Management Studio 
 

2. Expand the Server group 
 
3. Expand the Security folder 

 
4. Expand the Logins folder 

 
 

 
 
 

5. Right-click on Logins and select New Login 
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6. Select the General Page 
 
7. Fill in the Login Name field with the name of the new SQL login i.e. CDir_user. 

 
7. Select SQL Server authentication  

 
8. Fill in a password and then confirm it again on the next field 

 
9. Make sure the following fields are un-checked  

-Enforce password expiration 
-User must change password at next login 

 
10. Select the User Mapping Page 

 
11. Click the checkbox in the Map column next to the BESMgmt database 

 
12. Click OK to save and close 

 
NOTE: Record the login name and password in section 5 of the Installation Worksheet. 
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Edit the SQL user and assign it to a Role 
 

1. Open SQL Server Management Studio 
 
2. Expand the Servers group 
 
3. Expand the Databases group 

 
4. Expand BESMgmt (your BES database name) Database 
 
5. Expand Security folder 

 
6. Expand Users folder 

 
7. Right Click over the cDir User name already created and select Properties 
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1. In Role Members section check cDir_DataReader checkbox 
 

2. Click OK button to confirm 
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Initial cDir Configuration 

 
The following steps should be followed to initially configure cDir after a successful 
installation. 
 

Initial Configuration Steps: 
 

1. Login to the cDir Management Console 
 
2. Define a primary directory 
 
3. Import directory templates 
 
4. Assign user access rights 

 
5. Define BlackBerry Settings 

 
6. Define Object and Attributes 

 
A LDAP browser such as Softerra LDAP Administrator 
(http://www.ldapadministrator.com) can be useful to have an overall LDAP view of 
directories while configuring cDir.

http://www.ldapadministrator.com/
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Login to the cDir Management Console 

 
1. Launch the cDir Management Console from: 

 
  http://<web_server_IP_or_DNS_name>/cDir 
 

 
 

2. When prompted, login using an account that is a member of the cDir Managers 
group.  
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Define a Primary Directory 

 
The primary directory is used to provide authorization to users and devices accessing 
cDir. The primary directory can also be queried like all other defined directories. The 
email address of the user assigned to a BlackBerry device is used as the primary key 
for all LDAP queries for authorization. 
 

 
 

1. On the Directories page, click on the Add New button. 
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2. On the add new directory page: 
 

a. Fill in the Directory URL field with the fully-qualified domain name of the 
primary directory server. For example: 

 

 
 

b. Fill in the Name field with a descriptive name for the directory. 
 
c. Click on the Enabled? check box. 

 
d. Click on the Primary? check box. 

 
e. Fill in the Entry Point field with the base/entry point for LDAP queries.  

 
In a Microsoft Active Directory environment with a domain named 
acme.com, the entry point would most likely be dc=acme,dc=com (note 
the comma in between the domain parts). 
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In a Novell eDirectory environment with a top-level organization named 
ACME, the entry point would most likely be o=ACME. 

 
f. Fill in the Object Type In field with the LDAP attribute in a directory object 

that describes the object type. In the majority of directories, this field 
should contain the attribute objectClass. Some directory implementations 
use structuralObjectClass. If multiple Object Types are required, enter 
them using tilde ~ as a delimiter. 

 
g. The Authentication? Field is not used in this version of cDir. cDir defaults 

to anonymous access if either the Default User or Password fields are left 
empty. 

 
h. Fill in the Default User field with the full LDAP DN of a user in the directory 

that will be used for all LDAP queries to this directory. This user should 
have sufficient access to read the Objects and Attributes of interest. 

 
i. Click on the Set Password button. 

 
j. Fill in the Password and Confirm Password fields from section 5B of the 

Installation Worksheet. 
 

k. Click on the Save button. 
 

The settings will be written to the configuration file. A message will be displayed 
to indicate if the settings were saved successfully. Once the password is saved 
to the configuration file, it will no longer be displayed. 
 
The management console will also attempt to make an authenticated connection 
to the directory with the supplied credentials. A message will also be displayed if 
the connection to the database fails. 
 
Note: If the Default User field is left blank, the management console will attempt 
an anonymous connection to the directory. Please refer to the directory 
documentation on how anonymous connections are handled. 
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Import Directory Templates 

 
Directory templates are XML files that contain LDAP directory, object and attribute 
definitions. The cDir installation includes a template of two public directories in the 
Templates directory. Additional templates for different directories are available for 
download from the cDir product web site (http://www.tenet.com/apps/cdir). 
 

 
 

1. On the Directories page, click on the Import button. 
 
 

http://www.tenet.com/apps/cdir
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2. Choose public from the Available Templates dropdown list. 
 

3. Click on the select all  button to select both directories to be imported. The 
directories will move from the Available Directories list to the Selected Directories 
list. 

 
4. Click on the Import button. 

 


