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Confidentiality
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This document contains proprietary information and is therefore considered CONFIDENTIAL.
Trademarks

Product names mentioned in this document are trademarks or registered trademarks of their respective manufacturers and are hereby
acknowledged.

Mobile Alerts Installation Guide 1.0.2 - Disclaimer

This document is provided fas isdand Tenet Computer Group Inc. assumes no responsibility for any typographical, technical, or other
inaccuracies in this document. Tenet Computer Group Inc. reserves the right to periodically change information that is contained in the
document; however, Tenet Computer Group Inc. makes no commitment to provide any such changes, updates, enhancements, or
other additions to this document to you in a timely manner or at all.

Tenet Computer Group Inc. makes no representations, warranties, conditions, or covenants, either express or implied (including,
without limitation, any express or implied warranties or conditions of fitness for a particular purpose, non-infringement, merchantability,
durability, title, or related to the performance or non-performance of any software referenced herein, or performance of any services
referenced herein). In connection with your use of this documentation, neither Tenet Computer Group Inc. nor its affiliated companies
and their respective directors, officers, employees, or consultants shall be liable to you for any damages whatsoever be they direct,
economic, commercial, special, consequential, incidental, exemplary, or indirect damages, even if Tenet Computer Group Inc. has been
advised of the possibility of such damages, including, without limitation, loss of business revenue or earnings, lost data, damages
caused by delays, lost profits, or a failure to realize expected savings.

This document might contain references to third-party sources of information and/or third-party web sites (fThird-Party Informationd.
Tenet Computer Group Inc. does not control, and is not responsible for, any Third-Party Information, including, without limitation, the
content, accuracy, copyright compliance, legality, decency, links, or any other aspect of Third-Party Information. The inclusion of Third-
Party Information in this document does not imply endorsement by Tenet Computer Group Inc. of the third party in any way. Any
dealings with third parties, including, without limitation, compliance with applicable licenses, and terms and conditions are solely
between you and the third party. Tenet Computer Group Inc. shall not be responsible or liable for any part of such dealings.

Certain features outlined in this document require a minimum version of BlackBerry Enterprise Server Software, BlackBerry Desktop
Software, BlackBerry Handheld Software, Windows server software, and may require additional development or third-party products
and/or services for access to corporate applications. Prior to subscribing to or implementing any third-party products and services, it is
your responsibility to ensure that the airtime services provide you are working with has agree to support all of the features of the third-
party products and services. Installation and use of third-party products and services with Tenet Computer Group Inc.& products and
services may require more than one or more patent, trademark, or copyright licenses in order to avoid infringement of the intellectual
property rights of others. You are solely responsible for acquiring any such licenses. To the extent that such intellectual property
licenses may be required, Tenet Computer Group Inc. expressly recommends that you do not install or use these products until all such
applicable licenses have been acquired by you or on your behalf. Your use of third-party software shall be governed by and subject to
you agreeing to the terms of separate software licenses, if any, for those products or services. Any third-party products and services
that are provided with Tenet Computer Group Inc.& products and services are provided fas is.0 Tenet Computer Group Inc. makes no
representation, warranty, or guarantee whatsoever in relation to the third-party products or services and Tenet Computer Group Inc.
assumes no liability whatsoever in relation to the third-party products and services even if Tenet Computer Group Inc. has been
advised of the possibility of such damages or can anticipate such damages.

Unless required by applicable law or agreed to in writing, software distributed under the License is distributed on an fAS ISobasis,
without warranties or conditions of any kind, either express or implied.
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About This Guide

Audience

This guide was written for a Microsoft Windows 2003 server administrator.

Prerequisite Knowledge

This guide assumes basic knowledge of Microsoft Windows 2003 Server and Internet Information
Server (IIS).

This guide assumes intermediate knowledge of the BlackBerry Enterprise Server and Mobile Data

System (MDS).

Conventions

The BlackBerry Mobile Data Service (MDS) has been changed to the BlackBerry Mobile Data System
(MDS) Connection Service in BlackBerry Enterprise Server v4.1 and higher. This guide refers to the
BlackBerry MDS Connection Service, but BlackBerry MDS can be safely substituted for environments
with running BlackBerry Enterprise Server v4.0.
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Pre-Install Checklist

BlackBerry Enterprise Server

Mobile Alerts Installation Guide v1.0.2

Requirements:

It > >

2

b1

BlackBerry Enterprise Server v4.0 or higher

MDS Connection Service is running *

MDS Connection Service is configured as a push server *

MDS Connection Service is configured to store push submissions in the
management database *

MDS Connection Service is configured to send the email address and PIN
number of a BlackBerry device with each HTTP request from the BlackBerry
Browser 2

The server running the MDS Connection Service must be able to ping the web
server hosting Mobile Alerts by IP address and DNS name

Note(s):

Please see the BlackBerry Enterprise Server Administration Guide for
instructions on how to start and configure the MDS Connection Service.
Please see BlackBerry Java Knowledge Base Article DB-00375 for information
on how to configure MDS Connection Service to send the email address and
PIN number.

Web Server hosting Mobile Alerts

Requirements:

D1t 1 > e >

Microsoft Windows 2000 Server, Windows 2003 Server (any Edition)

Member server of an Active Directory domain (Optional) *

Microsoft .NET Framework Version 1.1 (or higher) installed

Internet Information Server (IIS) installed

Microsoft ASP.NET enabled

The web server hosting Mobile Alerts must be able to ping the server running the
MDS Connection Service by IP address and DNS name

Note(s):

=

Required if Active Directory will be used to authenticate users to the Mobile
Alerts Management Console.
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Installation Worksheet

Please fill in all settings prior to beginning the installation.

A Section numbers will be referenced in the installation steps.
A Default settings are shown in brackets.
A Passwords should be recorded in accordance with an enterprise password policy

| Section 1: BlackBerry MDS Connection Service |

1A IP Address:
1B DNS Name:
1C Web Server Listen Port (8080):
1D Device Port (7874):
1E Push Method: | 3RIM  3PAP
Section 2: Mobile Alerts Web Site
2A Virtual Directory Name (MobileAlerts):
2B Port Number (80):
Section 3: Mobile Alerts Registration Information
3A User Name:
3B Organization:
3C Phone Number:
3D Email Address:
3E License Key:
Section 4: Malil Server Information
4A SMTP Server (DNS or IP address):
4B SMTP Server Port (25):
4C Authenticated?:
4D User Name:
AE Password:
4F Email Address:

4 2006 Tenet Computer Group Inc. All Rights Reserved. Page 6



1 ”’1 Mobile Alerts Installation Guide v1.0.2

Installation

1. Complete the Pre-Install Checklist.
2. Complete sections 1 through 4 of the Installation Worksheet.
3. Login to the web server with a local administrator account.

4. Double-click on setup.exe from the Mobile Alerts installation directory.
L] -
ji= MobileAlerts

Welcome to the MobileAlerts Setup Wizard

The inztaller will guide pou through the steps required to install M obiledlerts on paur computer.

WARMIMG: Thiz computer program is protected by copuright law and intermational treaties.
IInauthonized duplication or digtribution af thiz program, or any partion af it may result in severe civil
ar criminal penaltiez, and will be prozecuted to the masimum extent pozsible under the law.

Cancel < Baclk Mest »

5. Click the Next button.
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ii:;l MobileAlerts
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License Agreement

Fleaze take a moment to read the license agreement now. I vou accept the terms below, click '
BAgree", then "Mest". Othenwize click "Cancel™.

END-TUSER LICENSE AGEEERMENT i’

APOETANT - PLEASE EEAD CAREFULLY: This End-Tlser

License Agreement ( EULA") for the software you are mnstalling
("Software) 18 a legal agreement between yvou ( Licensee") (either an
cdivdual or a single entity) and TEWET COWMPTTTEE. GEOTIE THC.
("Licensor"). By mstalling, copying, or otherwize using the Software you
agree to be bound by the terms of this ETTLA. Ifwou do not agree to all ~|

..................

" | Do Nat Agree * | Agree

Cancel < Back Mest =

6. Review the End-User License Agreement (fFEULAQ license agreement.

7. If acceptable, click on | Agree, and then click the Next button.
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& Mobilelerts =

Select Installation Address

The inztaller will install bMobiledlerts ta the following wirtual directon.

Toingtall to thig virtual directom, click "Mest”. To install to a different wirtual directom, enter it below,

Yirtal directorny:

kobiledlerts Dizgk Cost...
Part:
an
Cancel < Back Mest =

8. Fillin the virtual directory name (Section 2A) that will be created on the web server for Mobile
Alerts. The default name is MobileAlerts.

9. Fill in the port number (Section 2B) that will be used to connect to Mobile Alerts. The default is
port 80.

10. Click the Next button.

4 2006 Tenet Computer Group Inc. All Rights Reserved. Page 9



1 ”’1 Mobile Alerts Installation Guide v1.0.2

ii:;l MobileAlerts

Confirm Installation

The inztaller iz ready ta inztall Mobiledlerts on your computer.

Click "'Mext" ta ztart the installation.

Cancel < Back Mest =

11.Click the Next button to start installing the Mobile Alerts files.
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[ Mobilealerts Installer =] E3

Registration - Customer Information

Enter the required information in the boxes below. The installer will uge this information for
the licenze registration process.

* Uzer Mame:

[

* Organization:

FPhone:

* Email;

" means required value

Cancel < Back MHext »

12.Fill in the user name (Section 3A).
13.Fill in the organization (Section 3B).
14.Fill in the phone number (Section 3C).
15.Fill in the email address (Section 3D).

16. Click the Next button.
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[ Mobilealerts Installer =] E3

Registration - License Information

Fleaze enter the licenze key.

Licensze Fey™ l - -

" means required value Catiesd ¢ Back Mext =

17.Fill in the license key (Section 3E). The License Key fields are case sensitive.

18. Click the Next button.
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itz Mohil
itz MobileAlerts _ [ x|

MobileAlerts Information

Mo additional information.

Cancel < Back Mest =

19.Review any additional information.

20.Click the Next Button.
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& Mobilelerts =

Installation Complete

Mobiledlerts has been succeszsfully installed.

Click "'Clase" to exit.

Fleaze uze WWindows Lpdate to check for any critical updates ta the MET Framewaork.

Catizel < Back Cloze

21.The Mobile Alerts installation is complete. Click the Close button.
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Mobile Alerts Management Console Security

The Mobile Alerts installer creates a local Windows group on the web server, named
MobileAlertsManagers. Only members of the MobileAlertsManagers group can be authenticated to
the Mobile Alerts Management Console.

The user account that completed the installation of Mobile Alerts is automatically added to the
MobileAlertsManagers group. Additional users can be added if required.

The Mobile Alerts virtual server must be configured to use Integrated Windows Authentication:
1. Open Internet Information Services (11S) Manager (Starté Programsé Administrative Tools)
2. Double-click on <web server name>
3. Double-click on Web Sites
4. Double-click on Default Web Site
5. Right-click on MobileAlerts, then click Properties

6. Click on the Directory Security tab
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Mobilealerts Properties E |

Directory | Documents Directory Security | HTTP Headers | Custom Errars | AsP.ET |

— Authentication and access control

Enable anonymous access and edit the
w authentication methods For this resource, Edif

e -

—IP address and domain name restrickions

iarant or deny access ko this resource using
IP addresses or Internet domain names.

Edit...

—SeCUre communications

Reguire secure communications and
enable client certificates when this
FESOUFCE is accessed,

Server Certificate. ..

Wiew Certificate. ..

Edit...

oIk Zancel Gl Help

7. In the Authentication and Access control section, click on the Edit button to open the
Authentication Methods dialog box
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Authentication Methods Ed |

Use the Following Windows user accounk For anonymous access:

User name: IU5R_SRWI1 Browse, .. |

Password: TITITTITIIT)

—Authenticated access
For the Follawing authentication methods, user name and password
are required when:

- anonymous access is disabled, or

- access js restricked using MTFS access conkrol lisks
v Integrated Windows authentication
™ Digest authentication For Windows domain servers
[ Basic authentication (password is sent in clear text)

[~ .MET Passport authenkication

Drefault dommain: Seleck, ..

Realm: Seleck, .,

2K, I Cancel Help

8. In the Authenticated Access section, click on the Integrated Windows Authentication checkbox
9. Click OK
10.Click OK

11.Close Internet Information Services (1IS) Manager
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Initial Mobile Alerts C onfiguration

Mobile Alerts

Installation Guide

The following steps should be followed to initially configure Mobile Alerts after a successful
installation. Additional configuration options are described in the Administrator Guide.

1. Launch the Mobile Alerts Management Console from:

http://<web_server_IP_or_DNS_name>/MobileAlerts

= Blank Page - Microsoft Internet Explorer provided by Tenet Computer Group Inc.

@'\i) v |8 httpi/gervanimobiesterts w|[#2][x] [ |[2]-
W o [iﬂ;)cnnnecﬁng‘.. l_} - B - o v [ Page - {0 Toos -
Connect to srv11.tenet.com ? E
N
Connecting to srv11.tenet.com.
[JRemember my password
Done 1111 & mnternet # 100% -

v1.0.2

2. When prompted, login using an account that is a member of the MobileAlertsManagers group.

a 2006 Tenet Computer Group Inc. All Rights Reserved.
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/= Mobile Alerts - Notification Servers - BlackBerry Server - Microsoft Internet Explorer provided by Tenet Computer Group Inc.

@.\-—  d |g http:/fsrv 11, tenet.comMobileAler tsMDSServer, aspxfindex =- 1&childindex =3&innerindex =0 V| 4| % || | P\~
== o . »

o [@Mnbila Alerts - Notification Servers - BlackBerry Server l } M- B = - [k Page v G Tools +

il Mobile Alerts Management Console P
— COMPUTER GROUP
——————
BlackBerry Server Push Settings SMTP Server
# Define BlackBerry Mobile Data System (MDS) Connection Service settings

MDS Server Settings successfully saved.

MDS Service Settings

MDS Connection Service

mds.example.com
Server:

Web Server Listen Port: 8080

Device Browser Port: 7874
Authenticated?: []
Encrypted?: [

Push Service: @ Rrim O pap

Press the Sawve button for settings to take effect and proceed to define Push
Parameters

Test email address :

' Trusted sites # 100% -+

3. On the Notification Servers page, in the Blackberry Server tab:

a. Fillin the MDS Connection Service Server field with the Blackberry MDS Connection
Service DNS name from section 1B of the Installation Worksheet.

b. By default, the Web Server Listen Port field is populated with 8080 for an unsecured
connection to MDS

Please see the Administration Guide for information on configuring Mobile Alerts to use
a secure and/or authenticated connection to MDS.

c. By default, the Device Browser Port field is populated with 7874.
d. Select PAP or RIM with the information from section 1E of the installation Worksheet.
e. Click Save.
Step 4 should be followed to test the MobileAlerts application after successfully completing step 3.

A BlackBerry device that has been provisioned successfully on the BlackBerry Enterprise Server
(identified in Section 1 of the Installation Worksheet) is required to complete these tests.
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4. On the Notification Servers page, in the BlackBerry Server tab:

Mobile Alerts Installation Guide v1.0.2

a. Fill in the Test Email Address field with the email address of the user associated with
the BlackBerry device.

b. Click the Test button.

MobileAlerts will attempt to push a new channel to the BlackBerry device. A message will be
displayed to indicate if the channel was pushed successfully.

El= I'I'II:II1 SEP 18

- B:09em

[ [T — FoFF |

Oamn@osl
) RS AAYRR
G @B T Q,

Mobile Alerts Test

An icon named MobileAlerts Test will appear on the Home screen of the BlackBerry device.

Click on the MobileAlerts Test icon to view the content that pushed to the BlackBerry Browser
cache.

The MobileAlerts Test channel can be safely deleted from the Browser Channel section of the
BlackBerry Browser bookmarks.

Note: The Test Email Address field will not accept an email address that contains an
apostrophe.
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Mobile Alerts

(= Mobile Alerts - Notification Servers - Push Settings - Microsoft Internet Explorer provided by Tenet Computer Group Inc.

EEX

@'\T - |g http:/fsrv11. tenet.comMobileAlerts MDSChannel. aspx?index=-1achildindex=38innerindex =1

B

T:f '\rﬁ [ g Mabile Alerts - Notification Servers - Push Settings

=

= - »
fm v b Page ~ ) Tooks ~

No Alerts -

|hm

BlackBerry Server

Notification Servers

Push Settings SMTP Server

Home Screen Icons

# Define Push Channel Settings
Push
Method: # Push Method: spacifies how the content vill be ac
ritle: [Mabile Al after it is pus
itle: obile ers
*Channel: pushe: o the handheld’s Home Screen
Notification | ® When clicked, the icon opens the browser, which displays
Content: Srmmey; Bzl the pushed content
b age (=>4
Cache 'cpssoon secon ds h
Control: .
i

handheld's H

TArT: T

L]

Installation Guide v1.0.2

L i icol I W * Notification Content
Unread: https//srviltenet.com/ ts/images/fic res.png ten
to the handheld
*Summary - only —
Mo Alerts © hepu/znt Litencr.com/mobllealers/imagas/icoReadNoAlerz.png E Detailed - the |
with Alert = * Ca tent
i erts - : : :
Unread: https//srviltenet.com/ ts/imagesficol hAlerts.png ne

se
No Alerts - Unread Icon :URL of icon that is displayed on
the handheld’s Home Screen while a channel without alert
(s) has not been viewsd by the user (size: 28X28px type:

With Alerts " hepa/zret tznes.com/mobllealeres images/icoReaduithAleres, eng

Push Priority:
.
No Alerts: |None |
with Alerts: | High  |%

pna)
with Alerts - Unread Icon

an the handheld’s Home

{URL of

Srraan wh

ann.
.f Trusted sites

Done

5. On the Notification Servers Page, in the Push Settings tab:

a. Select the Push Method:

1 Browser Message: This will push a message to the BlackBerry device.
1 Browser Channel: This will push an Icon to the Home screen on the
BlackBerry device.

b. Fill in the Title field. This title will show up under the Mobile Alerts icon on or as the
subject of the message. By default, it is filled in with MobileAlerts.

c. Select the Notification Content type:

1 Summary i will only display a list of the tests.

1 Detailed i will display a list of the list of tests, previous results and device
contact information.

d. Fillin the Cache Controls field. By default, it is filled in with 6048000 (10 weeks in
seconds).
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e. Fillin the No Alerts i Unread, No Alerts T Read, With Alerts i Unread, and With Alerts i
Read icon field with the URL of an image file.

Default icons are included in the MobileAlerts directory:

http://<web_server IP_or DNS name>/MobileAlerts/images/icoUnreadNoAlerts.png

http://<web_server IP_or DNS name>/MobileAlerts/images/icoReadNoAlerts.png

http://<web_server IP_or DNS name>/MobileAlerts/images/icoUnreadWithAlerts.png

http://<web_server IP_or DNS name>/MobileAlerts/images/icoReadWithAlerts.png

The icon must be PNG (Portable Network Graphics) format and 28x28 pixels in size. If
the image file can be accessed from the Mobile Alerts Management Console, it will be
shown after the field is updated.

f. Click Save.

The settings will be written to the configuration file. A message will be displayed to
indicate if the settings were saved successfully.
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(= Mobile Alerts - Notification Servers - SMTP Server - Microsoft Internet Explorer provided by Tenet Computer Group Inc. |Z||E\E|
@.\_ - |& http:/fsrv11. tenet.comMobileAler ts MailServer.aspx?index =- 1&childindex =3&innerindex =2 V| 4| K | | i
ﬁ *‘{Q? [ @Moblla Alerts - Notification Servers - SMTP Server l_l E} M D @ T '—-} Page ~ .:ij WS e .
Mobile Alerts Management Console F— =
=TENET
A (OMPUTER GROUP

e e T evncaton servers Losging | About |

——
BlackBerry Server Push Settings SMTP Server

® Define SMTP Server Settings
Mail Server Settings successfully saved.

Mail Server

SMTP Server Name: |smtp@example.com
SMTP Server Port: |25

Authenticated?: []

Email address s alerts@=xample.com

Press the Sawe button for settings to take effect

© 2006 Ten=t® Computer Group Inc., All Rights Reserved

J/ Trusted sites H100% -

6. On the Notification Servers page, in the Mail Server tab:

a.

Fill in the SMTP Server field with the name from section 4A of the installation
worksheet.

By default, the Server Port field is populated with 25.

If the SMTP server requires authentication, click on the Authenticated check box. Fill in
the User Name and Password fields with sections 4D and 4E of the installation
worksheet.

Fill in the Email Address field with the email address from section 4F of the installation
worksheet.

Click Save.

The settings will be written to the configuration file. A message will be displayed to
indicate if the settings were saved successfully.
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Creating a Device Test

This section outlines the steps required to create an HTTP device test against
http://www.google.com. The steps include the following:

T
T

Defining a device i a device has one or more tests.
Defining a device group i a device group contains one or more devices.
Defining a contact i a contact can be a support contact for a device and/or a recipient of alerts.

Defining a recipient group i a recipient group contains one or more contacts that have been
designated recipients of alerts.

Adding a contact to a recipient group
Defining a device test
Running a device test

Mapping a device group to a recipient group 1 device groups are mapped to recipient groups in
order to receive alerts.
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1. Launch the Mobile Alerts Management Console from:

http://<web_server_IP_or_DNS_name>/MobileAlerts

A about:blank - Microsoft Internet Explorer |Z‘ ‘EHE‘
File Edit View Favorites Tools Help "'
@Eack @ -J @ @ \f_h pSean:h *Favurit&s @ D};?v :\ﬁ - I_J @ ﬂ .ﬁ
Address |@ httpe fjsrv11fmobilealerts v| Go |Links ®

Connect to SRV11.tenet.com
\
(e 3\&
A
Connecting to srv11.tenet.com
User name: | ~ |
Password: | |
[Jremember my password
a Done LL] ‘ Internet

v1.0.2

2. When prompted, login using an account that is a member of the MobileAlertsManagers group.
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3. On the Device page, in the Definition Tab:
a. Click on New Device.
b. Fill in the Device ID field with External.
c. Fillin the Device Description field with External host for end-to-end tests.
d. Click Save.

The settings will be written to the configuration file. A message will be displayed to indicate if the
settings were saved successfully.
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